NETWORK PUMP®

HIGH ASSURANCE "ONE-WAY” GUARD
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Assured Delivery: As part of this transfer, the application on the Low side re-
ceives a meaningful acknowledgement that the information has been delivered
to the High network. Most competing “guarding” technology solutions do not
provide this type of acknowledgement. The Network Pump® implements a NRL-
patented algorithm that statistically modulates the delay of the acknowl-
edgement to mitigate the potential for covert timing channels.

Network Transparent: The Network Pump® works with any operating system on
any hardware platform that supports a TCP/IP network. NRL provides the pump

protocol used for packaging data for [—

transfer to and from the Network
Pump®. In addition, to support specific
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tween systems across the boundaries,
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the pump protocol for data file transfer.
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In environments where the demand for data throughput is higher
than 5Mbps, customers can configure multiple pumps to operate
in parallel to linearly increase network performance through the
use of a NRL-developed software relay. The parallel software re-
lay allows multiple Network Pumps® to behave like a single, logi-

cal Network Pump® that reduces configuration complexity.
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